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MONITOR ING IN
T H E WOR K PL ACE
An international perspective on
a changing environment
echnological advances
are helping many
employers to monitor
their workforce in increasingly
sophisticated ways, whilst at
the same time, public attitudes
towards individual data privacy
are hardening. Two important
drivers of these changes came to a
head in 2018 – the advent of the
General Data Protection Regulation
(GDPR) in Europe and the public’s
changing perception towards the
way certain social media outlets,
such as Facebook, handle privacy.
The effects of these
developments are coming into
sharp focus in workplaces
worldwide with indications that
employees are becoming less
likely to accept unwarranted or
unexplained intrusions than ever
before. Our research analyses
the rules on monitoring in the
workplace in 41 countries and
examines how the law is coping
with the growing tensions
between new technologies and
the strengthening of privacy rights.

T

Employees are becoming less
likely to accept unwarranted
or unexplained intrusions
than ever before

K EY FINDINGS
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»»There are differences in workplace
monitoring rules in different parts
of the world. Even within the EU
GDPR bloc, there are noticeable
variations that employers need to
take into account.

»»In terms of restrictions on
workplace monitoring, the
general rules are that employers
must tell their employees if
they are going to be monitored
and must do so before the
monitoring starts. Employers must
also have a legitimate interest
to monitor, which is balanced
against the rights and freedoms
of employees. The direct consent
of the employee is not needed
everywhere, but in some places it
is, and so it is important to know
the local rules.
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»»There is no substitute for having
a good, clear policy about
monitoring. It is also beneficial
to set clear parameters for use
of employer-owned devices for
personal reasons and for the use
of social media. The courts can
come down heavily on those
without a policy.

»»We see an emerging trend in
some countries towards using
new tech for the benefit of
employees’ health and wellbeing.
But in many places employers
need the specific consent of
employees to do this, and in
some countries, employers must
avoid collecting or processing any
health data that is generated.
The best solution to this problem
is to outsource this function to a
suitable third party.

»»Employers need clear reasons
to monitor employees outside
of working hours, and it should
be kept to the minimum level
necessary to achieve their aims.
It is far harder to justify than
monitoring within working hours
just about everywhere.

C O U N T R I E S TA K I N G PA RT I N O U R R E S E A R C H :

Argentina, Austria, Belarus, Belgium, Brazil, Bulgaria, Canada, Chile, China,
Colombia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hong Kong, Hungary, Ireland, Israel, Italy, Japan, Latvia,
Luxembourg, Mexico, Netherlands, New Zealand, Panama, Peru, Poland,
Romania, Serbia, Singapore, Spain, Sweden, Switzerland, Turkey, the
United Kingdom and the United States.
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D A T A P R I VA C Y AWA R E N E S S
VERSUS EMERGING TECH
ver the last couple of
years, global awareness
of data privacy issues
has grown immensely, in a way
that impacts the workplace. In
Denmark, for example, employees
are increasingly interested in what
data their employers hold about
them. In Hong Kong, there is an
increase in data access requests
from employees, indicating
growing awareness of their
rights. The same is true in many
larger EU countries, but also in
smaller ones, such as the Czech
Republic, Romania and Hungary.
In Poland, although employees are
used to having their emails and
internet usage monitored, any
more ‘invasive’ form of monitoring
(such as biotech) would likely be
questioned. In Cyprus, the advent
of the GDPR has raised awareness,
put privacy on board agendas
and changed the attitudes of
employers to employees’ privacy
rights as a whole.
In the UK, the GDPR has raised
the risk profile and general
awareness of privacy rights, but
the fundamental approach to
monitoring remains the same.
When monitoring employees,
employers need to consider data
protection law, human rights law,
and specific monitoring legislation.
All over the world, the challenge
is to balance the possibilities
offered by new types of
technology with individual data
privacy rights. Some countries are
more at the sharp end of tech
developments than others. In
Germany, several employers have
suffered ransomware attacks,
forcing employers to increase
data protection and establish
suitable compliance and 		
monitoring mechanisms.
Other countries are more
concerned with accommodating a
shift in employee working habits.

O

In Ireland and Italy, we see a trend
towards ‘bring your own device’
(BYOD), involving employers in
introducing BYOD policies to
manage how employees connect
to their networks. The challenge
for employers is essentially to
work out how to monitor personal
devices used for work in the same
way as they monitor company
devices. In Italy, a consensus on
how employers should do this is
yet to be reached.
In the Netherlands, more and
more employees are working
from home and this again leads
employers to want to monitor
productive activity. Technology
is starting to enable this, with
wearable tech, GPS trackers etc.,
but balancing these developments
with privacy is proving a challenge.
In France, the hottest topic is
arguably biometrics. The Data
Protection Authority (the CNIL)
has just issued a new regulation
– which is stricter than the
GDPR: the purposes for which
employers can use biometrics are
strictly limited, as are the type
of biometrics they can use. For
example, biological sampling (e.g.
of saliva or blood) is prohibited.
Iris, fingerprint and hand veins,
for example, can be used, but the
employer must justify why they are
using them, including the reason
for using one feature over another.
Interestingly, clocking on is
an issue in Switzerland too,
but from the opposite angle:
the authorities are stepping
up checks to ensure employers
comply with their duty to record
hours worked by employees and
in consequence, employers are
using ever-more sophisticated
means of clocking people in
and out (e.g. voice, finger prints
and facial recognition) – and
that seems to be accepted by
workers, for now at least.

WH AT TYPES OF MON ITORIN G D O
EMPLOY ERS MOST OFTEN EN G A G E IN ?

01
Computer use,
including internet
access, emails,
keystrokes

02
Workspaces (via cameras)

03
Phones

04
Social media

05
Vehicles

07
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H O W I S T H E L AW
COPI NG W I T H DATA
PROTECTION CONCER NS
ABOUT MONITOR ING?

The law of privacy in New
Zealand has not changed in over
25 years and its principles can be
interpreted to cover monitoring
using the full range of modern
technology. The basic legal
requirement that employees
must be told when information is
being collected about them still
holds true.
By contrast, in a number of
countries the law is not as
robust as it should be. In China,
there were several high-profile
disclosures of private information
last year and people are starting
to pay close attention to privacy
issues for themselves and their
families. Our lawyers comment
that data protection law in China
is not yet robust enough, for
example, there are no restrictions
on workplace monitoring. In Hong
Kong, the Privacy Commissioner
has said several times that the
law lags behind other countries,
especially post-GDPR, and his
department has therefore started
a review. Proposed changes should
emerge soon. In Singapore there
is now a greater awareness of
the issues, but the law still lags
behind. In Mexico, there is both
a lack of law and lack of clarity,
making it hard for employers
to know the parameters. In
Colombia, much is still left to selfregulation and there is an urgent
need for rules that deal with
new ways of working – including
rules to define what kind of
monitoring is acceptable. In Israel,
a consolidation of data protection
law is needed, given the continual
march of technology.
Some countries would like
change, but it is not happening
yet. This is the case in Japan, where
monitoring is decided on a caseby-case (and not very transparent)
basis and in Panama, where
employers are under no obligation
to disclose what they monitor.
Finally, quite a number of
jurisdictions lament that there is
nothing specific in their law on
workplace monitoring. Of those
surveyed, our lawyers in Bulgaria,
Serbia, Estonia, Sweden, Hungary,
Latvia, Brazil and Peru all felt this
creates uncertainty for employers.

Does the law provide certainty?
onitoring is often
regulated via general data
privacy law, to which
some countries add specific labour
law provisions. Others rely on their
consititutions, international human
rights treaties and conventions
covering fundamental rights to
privacy. Others still look to case
law, ministerial guidelines and
best practice.
In terms of coping, most of
the GDPR countries say they are
confident for the moment that
the law protects individuals and
provides clarity for employers.
Some, such as Finland, France,
Germany, Denmark, Italy, Austria
and Ireland, had strong legal
protection before the GDPR, but
the GDPR has focussed Europe’s
attention on privacy as never
before. In this, the UK is somewhere
between a continental European
approach and a more employerfriendly US approach.
But it is noticeable that
although the EU may look like
one bloc, many GDPR countries
still have their own particular
preoccupations – and points to
note for international employers.
In Finland, employers can only
process personal data that
is directly necessary for the
employment relationship, meaning
that not all monitoring activities
are permitted, regardless of
the employer’s interests or the
level of information given to
employees. Spain is gradually
introducing more limits on
monitoring as a way of slowing
the implementation of some
technologies - particularly those
that capture sensitive data.
Meanwhile, the Netherlands

M

has two conflicting data privacy
provisions relating to health data,
one saying employers must have
information about drug and
alcohol abuse to dismiss someone
for this, the other saying it is
unlawful to process employee
health data of any kind. Employers
need to beware of this trap.
It is worth noting that on the
edges of Europe, various countries
are implementing something
similar to the GDPR. In Turkey,
a new law came into force in
2018 and society more generally
has been taking much more
notice of privacy issues than ever
before. Belarus is also about to
adopt its first data protection law
and it is expected that this will
offer employers some clarity on
workplace privacy issues too.
A new privacy law has just been
approved in Brazil and employers
are adjusting their policies to
address the long tradition of
permitting private use of corporate
email, as this results in an
entanglement of professional and
private data. The law is tightening
in Chile too, where an amendment
should provide for a data protection
agency to oversee compliance.
The US and Canada have
something of a patchwork of law
on data privacy, which makes
those countries all the harder for
employers to navigate. The law in
the US involves state, federal and
case law and there is no single
blanket piece of legislation. Yet
some of the biggest technological
innovations come from the US
and so some sort of reaction at
a federal level can be expected
as society becomes increasingly
cognisant of privacy issues.
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W H AT A R E THE M A IN
R ESTR ICTIONS ON
WOR K PL ACE MON I TOR I NG?
The rise of remote or flexible working is putting
pressure on employers to keep track of their staff
TOP R E A S O N S E MP LOYE R S GIVE FOR 		
M O N I T O R I N G E M P LOYE E S

01

Protect confidential
information and
trade secrets

02

Performance

03

Protect from
external threats
of violence

04

Track
productivity

05

Prevent theft
(both internal
and external)

06

Comply with
employment
policies, such
as prohibitions
of harassment

ore and more people
are working from home,
working on personal
devices, sometimes using work
devices for personal reasons, and
as a result, their work and personal
lives are becoming more entwined.
But there is a basic business
need for employers to be able to
monitor what is happening in this
complex picture.
The largest block of countries
with similar rules on monitoring
is the EU. Under the GDPR,
employees have an expectation
of privacy that would be at odds
with extensive monitoring in the
workplace. The transparency
principle in the GDPR requires
that employers must tell their
employees if they are going to
be monitored and must do so
beforehand, but specific consent is
not required - although it is worth
noting that in some countries,
such as Austria, monitoring is
generally only possible with the
agreement of the works council.
Monitoring should be based on
the legitimate interests of the
employer, as weighed against the
rights and freedoms of employees
in a ‘balancing test’.
As it turns out, many other
places also have rules that
are reasonably similar to this.
In Argentina, for example, if
employers want to monitor
emails, they must have a proper
policy in place and employees
must be notified beforehand
that they have no expectation
of privacy whilst using the
employers’ devices for private
purposes. In Brazil, the labour
courts have long accepted the
employer’s right to monitor emails

M

and internet use, although Brazil’s
new law may lead the courts
to impose new conditions. In
Hong Kong, employees have no
expectation of privacy when using
company equipment and software
and monitoring is largely accepted
by employees.
In Canada, employees retain
some expectation of privacy in
the workplace and whilst using
employer devices. But their privacy
rights are not absolute as they can
be balanced against the employer’s
legitimate business interests.
In the US, the picture is more
complicated, and employers
sometimes end up in court trying
to defend monitoring by trying
to show that the employee had
no reasonable expectation of
privacy. The advice our lawyers
give employers is to have their
employees acknowledge in writing,
in advance, that they understand
their communications will be
monitored. It is also preferential to
have clear policies, to head off any
expectation of privacy.
Most legal regimes stop short
of requiring employee consent to
monitoring but in China, the rules
are that if an employer wishes
to monitor employees it needs
to disclose this and obtain their
consent in advance. It must also let
the employee know the reasons for
the monitoring and the scope of it.
Information collected can only be
for employment-related purposes
and needs to be kept securely.
In Japan, it is good practice to
notify employees in advance about
monitoring, but monitoring seems
to be socially accepted within
the workplace and there is little
pushback for the moment.
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MONITOR ING
OU TSI DE WOR K
When is it ok to monitor
outside the workplace?
he general rule of thumb
almost everywhere you go
is that it is much harder to
justify monitoring outside working
time. Therefore, employers should
avoid doing this unless they have a
very good reason.
We found that in Panama,
Colombia and Mexico, monitoring
outside working hours would
normally be considered excessive.
Similarly, in Peru, monitoring
of employees outside working
hours is a privacy violation. In
Argentina, what an employee
does outside work is up to them,
and no disciplinary action is
possible. The story is similar in
China. In the Czech Republic
employees would take a dim
view of monitoring outside work
and neither is it accepted in
Finland, Hungary, Cyprus, Austria
or Bulgaria. In Estonia, a GDPR
country, monitoring can only be
done for work-related activities
and employers cannot read private
emails of employees sent using
their business email address.
In Latvia, monitoring employees
outside working hours is not usually
legitimate, but exceptions are
possible if there is strong suspicion
of wrongdoing by an employee.

T

Romania’s rules are that the
employer needs a proven legitimate
interest to monitor employees
either outside working hours or
at other locations, and that is
hard to find. The same pattern is
found in Turkey, New Zealand and
Switzerland. In the Netherlands,
monitoring outside working hours
is usually not possible because it
would be hard to support it with a
legitimate interest.
In Denmark, one test is how
intrusive the monitoring is
compared to the issue it is
intended to address. For example,
employers cannot monitor vehicles
made available for employees’
private use on weekends and
during holidays. In Poland, the
monitoring of employees outside
working hours would have to be
justified case by case.
In some countries, the emphasis
is slightly different. Our lawyers

in Belgium confirm that as long
as the monitoring is related to
work, the same rules apply as to
monitoring in the workplace.
There is a similar approach
in Canada and Greece, where
there is no fundamental legal
difference between monitoring
at the workplace and elsewhere;
it is simply a question of
proportionality. In Italy, monitoring
outside work falls within a
different set of rules and in such
cases, employees are no more
protected than the general public.
In Germany, again, monitoring
outside of working hours or
outside the workplace is generally
a breach of privacy, but in an
interesting twist, employers are
starting to support employees by
using technology to block calls
and emails at certain times outside
working hours to support their
‘right to be unavailable’.

It is much harder to justify
monitoring outside working time

TY P E S O F T E C H N O LOGY MOST OFT E N USE D B Y E MPLOY ERS TO MON ITOR EMPLOY EES
Mobile device
management software

01

Keylogging
software

02

GPS location
tracking

03

Wearable
technology

04

Smart ID with
biometric
measuring

05
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THE CASE
FOR MONITOR ING
ost of new technological
advancements we are
seeing consist of different
ways to monitor employees, but
some cases before the courts are
also about how employees use
social media, and whether posts
that are harmful to the employer
can be sanctioned.

M

MONITORING USING
TECHNOLOGY

Some countries are far stricter than
others in terms of their rules about
monitoring. At one end of the
scale, in Germany, if an employer
simply wants to introduce Microsoft
Office into a workplace, the works
council can decide to block it,
leading to a special conciliation
procedure. Apparently, the problem
is it could be used to monitor
employee performance, if only by
manually adding performance data.
Other countries are much more
permissive, but it can depend on
the kind of technology involved.
– for instance, Japan, where
monitoring by the employer seems

10

How the courts are responding to the
use of new technology for monitoring

to be much more accepted.
But it can depend on what the
technology is – as discussed below.
S U RV E I L L A N C E C A M E R A S

The judgments coming out across
the globe on camera surveillance
show a mixed picture, but it is
still possible to discern a pattern.
The courts are generally unlikely
to say continuous, intrusive or
unannounced camera surveillance
is allowed and there need to be
good reasons to persuade 		
them otherwise.
However, in Canada, in a
Quebec case, they did just that.
The court found the installation
of five surveillance cameras
that continuously monitored
employees at a meat processing
plant permissible. Although the
continuous surveillance was a prima
facie breach of the Québec Charter
of Human Rights and Freedoms, the
employer had reasonable grounds
for it. The employer had recently
lost a major customer as a result of
a contamination incident and so the
purpose of the surveillance was to
discover its source, rather than to
monitor the employees.
Similarly, in Germany, an employer
used open video surveillance at its
public salesrooms and cash desks
and saved all records for several
months. Based on a concrete
suspicion, the employer analysed
the material and discovered an
employee had stolen money six
months previously. It dismissed the
employee and the courts decided
the records should not be used in
evidence, as they had been stored
for an excessively long time. But
rather surprisingly, the Federal
Labour Court overturned this
judgment and allowed the records
in evidence, saying the suspicion
of a crime overrides data deletion
obligations. This begs the question:

what about all the records stored
over several months that did not
show any crimes? The Federal
Labour Court indicated that some
employees may have a claim for
damages in prospect as a result.
In Greece in 2015, the Hellenic
Data Protection Authority fined a
company for placing a camera in
a management office, which was
found to be disproportionate. In a
case in 2017, the Authority found
cameras in company truck illegal.
The cameras were put in for the
safety of drivers, cargo and other
individuals, but each lorry had
two - one constantly recording the
route and the other continually
recording the driver.
A recent Spanish case found that
a noticeable sign at the workplace
informing people about cameras
was not enough: the employee
representatives also needed to be
specifically informed – and the
need to involve them seems to be a
growing trend.
The Dutch Supreme Court decided
in 2001 that employers needed
a ‘serious interest’ if they wanted
to use hidden cameras and that
they should be used only as a last
resort. This stance has provoked
much case law, most recently a
case in which the employer had put
mystery shoppers in its shops to
film employees. When the employer
showed the video images to the
employees as part of discussions
about performance, the case ended
up in the courts – and was found to
be an infringement of privacy law.
L O C AT I O N T R A C K I N G

Location tracking is another
area of technological growth
that raises privacy concerns. In
Hungary, in a key case in 2014,
the Supreme Court ruled it was
forbidden to track the location
of employees without informing
them first. The employee resigned

MONITORING IN THE WORKPLACE

without notice when he realised
that his employer had activated
the location tracking system on his
company mobile phone without
his knowledge. The employer did
not prohibit private use of the
phone and so the employee used
it outside of working hours – and
as a result, the employer could
find out where he was at any time
of night or day.
Tracking outside working hours
is not a good bet in the US either:
in a case in 2013, the High Court
for the State of New York held
that the employer was entitled to
use GPS on an employee’s private
vehicle, as part of an investigation
into the employee’s suspected
misconduct. However, because
the employer had monitored
the employee whilst off-duty as
well, it had gone beyond what
was reasonable. Therefore, the
employer could not use any of
the evidence obtained by it in
the dismissal hearing. Our US
attorneys recommend employers
use applications that automatically
switch off when an employee
clocks off.
By contrast, in Luxembourg, the
Court of Appeal ruled in a case in
2017 that an employer was able to
keep geolocation tracking activated
on a vehicle exclusively reserved
for professional purposes outside
working hours - and use the
evidence obtained by it in Court.
K E Y L O G G E R S O F T WA R E

Software that logs all keystrokes
made by employees is available
for employers to purchase, but
it’s worth noting that in many
countries, it is considered a step
too far. For example, an employer
in Germany made it quite clear to
its employees that it intended to
install keylogging software. The
employer found out, with the help
of the software that one employee
was doing an excessive amount
of private business during work.
However, the Federal Labour Court
decided that the keylog data
could not be used as evidence
because the employer had no
concrete reason for monitoring its
employees so comprehensively.
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BIOMETRICS

Biometric data is increasingly used
to enable employees to clock
on and off at the workplace.
But the sensitivity of this data
gives some countries cause for
concern. For example, in Israel, in
the case of Qalansawe, the court
found against the employer for
requiring employees to clock on
using fingerprints.
Meanwhile, the French Data
Protection Authority recently
imposed a EUR 10,000 fine on
a company that monitored its
employees using fingerprint
recognition. It failed to show
exceptional circumstances
requiring the use of biometrics,
making it unlawful.
USE OF SOCIAL MEDIA

There is no shortage of cases
from around the world involving
posts on Facebook as the courts
grapple with whether employees
can legitimately be dismissed for
reputationally damaging posts. In
many countries, the issue turns
on what is private and what
is public. In France, comments
by employees on Facebook are
generally considered private and
are protected under freedom of
expression – but this is only if the
posts are made to a ‘private’ circle
of ‘friends’. If an employee defames
the employer publicly, this can lead
to dismissal.
In New Zealand, an interesting
case from 2015 (Hammond - v Credit Union Baywide) reverses
the focus by considering what
happens when the employer tracks
private posts and then goes on
to misuse them. Ms Hammond
was dismissed from Credit Union
Baywide and later held a small
function where she served a cake,
iced with an expletive towards
Credit Union Baywide. She posted
a photo of the cake on Facebook,
accessible only by her Facebook
‘friends’. Credit Union Baywide
heard about it and asked a current
employee who was a Facebook
friend, to access it for them. They
then distributed the photo to other
potential employers to ensure

she wouldn't get another job. Ms
Hammond took out a breach of
privacy claim and was awarded
record damages of NZD 168,070
(approximately EUR 100,000).
One key to managing risk is to
have a clear, suitable and effective
policy. In Ireland, an employee was
awarded EUR 7,000 to compensate
for his suspension for alleged gross
misconduct. The employee had
posted negative comments about
his employer on social media - but
crucially, the employer had no
social media policy.
One key to managing risk is to
have a clear, suitable and effective
policy. In Ireland, an employee was
awarded EUR 7,000 to compensate
for his suspension for alleged gross
misconduct. The employee had
posted negative comments about
his employer on social media - but
crucially, the employer had no
social media policy.

An employee resigned when
he realised his employer had
activated location tracking on
his company mobile phone
without his knowledge
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BE N E F I TS TO E M PL OY E E S
A R E THER E BENEFITS TO
NEW T Y PES OF MONITOR ING
FOR EM PLOY EES?

onitoring should not all
be about ‘Big Brother’
– some new types of
monitoring are being developed to
help to reduce stress and improve
the health of employees. This
should be a positive development,
as it may increase productivity in
the long run.
However, many countries have
not evolved in this way yet. This
is the case in Belarus, Cyprus,
Denmark, Estonia, Greece, Japan,
Latvia, Mexico, Panama, Peru,
Romania, Serbia, Singapore,
Switzerland, Turkey and –
interestingly – also in the US.
But it is the opposite in Italy,
where new tech is increasingly
used to organise work - and this
is generally acceptable as long as
employers comply with a specific
tech and monitoring reform made
in 2015, plus the GDPR.
In some countries, although
these types of technology may be
new, the concept of employers
being responsible for providing
a healthy working environment
is enshrined in health & safety
law and is therefore already an
obligation. This is an interesting
twist, as it is effectively the reverse
of the prohibitive stance of data
protection law: employers are
required to monitor in some
circumstances and the focus is on
how to use technology to do this
more effectively. This is the case
in Argentina, Colombia, Cyprus,
Germany, Greece, Romania 		
and Turkey.
In Bulgaria and Sweden, workers
in potentially dangerous working
conditions are monitored for
health and safety reasons, though

M

in more run-of-the-mill working
environments this would be
unlawful. In a number of countries
drug and alcohol testing is
routinely done as part of ensuring
a safe environment for all workers.
In various countries, people with
certain jobs, such as pilots, are
routinely health-checked. Other
employees are closely monitored
to ensure they don’t go over the
maximum time they can lawfully
work and that they take their
breaks. Recently however, a
company in Germany implemented
a system that generates data
about how time is spent to help
management distribute work more
evenly. But as this could also be
used as a performance-monitoring
tool, the Court ordered it to be
switched off.
In New Zealand, the legal
requirement for a healthy
work experience often leads
to monitoring and some larger
companies invest in general health
monitoring. But the key here
is to obtain employee consent.
In Belgium, monitoring, say,
heart rates and blood pressure,
would likely be prohibited, as too
intrusive. The key, again, could
be consent, although it may not
be valid unless there are clear
advantages for the employee.
But in some countries, the best
way of enabling health monitoring
is by the employer keeping well
away. In France, occupational
health services do regular
medical checks on employees,
but those services also handle
all sensitive health information,
keeping it at one remove from the
employer. The position in Finland

is analogous, as employers may
offer employees the means to
measure health data, but because
employers can only process
what is strictly necessary for the
employment relationship, the
employer has no right to process
the data generated. In Israel too,
the results of health monitoring
could not lawfully be made
available to employer.

In some countries the
concept of employers being
responsible for providing
a healthy working
environment is enshrined in
health & safety law

CONCLUSIONS
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As the clash between ever-smarter technology and evermore developed privacy concerns intensifies, employers
are left charting the narrow course between serving their
own legitimate interests in monitoring and respecting their
employees’ privacy. Our research shows that although there
are some pretty well-established general legal principles
across the world, there are also plenty of pitfalls for the
unwary to fall into. Therefore, it is crucial for employers to
be aware of the ground rules at local level and to implement
robust and proportionate policies.
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